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Ngay cap nhéat: 05/09/2023

TCSC

cong bd Diéu Khodn Va bigu Kién Bdo Vé D Liéu Ca Nhan (“PKDK”), cé hiéu Iyc tir ngay 05/09/2023 va

dwoc cap nhat theo tieng thei diém phi hop véi luat dinh.

1.1.

1.2.
1.3

1.4.

1.5.
1.6.

2.1,

2.2.

3.2

QUY BINH CHUNG
Binh nghia, giai thich tir ngi:

“Chi Thé DLCN’ 13 td chibc, ca nhan dwoc DLCN phén anh, bao gém tat ca céc khach hang dang s dung
san pham, dich vu clia TCSC; nguai lao déng clia TCSC; ¢ déng va/hodc cac td chirc/ca nhan khac cé
phat sinh quan hé phap Iy véi TCSC.

“DLCN" 13 viét tat cla cum tr “d(r li&u c& nhan’.
“DLCN co ban” bao gom:

a. Dbi vé&i ca nhan: Ho, chir dém va tén khai sinh, t&n goi kh&c (néu cd); ngay, thang, ndm sinh: ngay,
thang, ndm chét hosic mét tich; gii tinh; noi sinh, noi d3ng ky khai sinh, noi thwéng trd, noi tam trd,
noi & hién tai, qué quan, dia chi lién hé; qudc tich; hinh dnh clia ca nhan; sd dign thoai, sé gidy t& phép
Iy ca nhan, sd gidy phép lai xe, sb bién sb xe, ma sb thué ca nhan, sé bdo hiém x& hai, sb thé bao
hiém y t&: tinh trang hén nhan; théng tin v& mdi quan hé gia dinh (cha me, con cai); théng tin vé tai
khoan sé clia ca nhan; DLCN phan anh hoat ddng, lich si hoat dong trén khéng gian mang; cac théng
tin khac gén lién véi hodc gilp xac dinh mét con nguoi cu thé hodc gilp xac dinh mot con ngwdi cy
thé khang thuéc quy dinh DLCN nhay cam.

b.  D&ivoitd chirc: Théng tin phép Iy cda td chike, théng tin v& cac bén cd lién quan cla doanh nghiép,
théng tin v& tai khodn sé ciia t& chire; théng tin tai khodn ngan hang; cac théng tin khac gén lién véi
ho#c gitip xac dinh mét th chire cu thé hodc gitp xac dinh mat td chike cu thé khong thudc quy dinh
DLCN nhay cam.

“DLCN nhay cam” [a DLCN gén lién v&i quyén riéng tw clia ca nhan ma khi bj xa4m pham sé& gay anh hudng
triee tiép téi quyén va loi ich hop phap cla ca nhan, gdbm:

a. Déi véi ca nhan: Quan diém chinh tri, quan diém tén gido; tinh trang strc khde va ddi tw dwerc ghi trong
hd so bénh an, khéng bao gém thang tin v& nhém mau; thang tin lién quan dén ngudn géc chiing tac,
ngudn gbc dan toc; théng tin vé déc diém di truyén duoc thira hwdng hodc cd dwoc cia cd nhan;
thang tin vé& thudc tinh vat Iy, dac diém sinh hoc riéng clia c& nhan; thdng tin v& d&i sng tinh duc, xu
hwéng tinh duc clia ca nhan; di liéu vé toi pham, hanh vi pham t6i dwoc thu thap, Iwu trir bdi cac co
quan thuwe thi phap luat; d liéu vé vj tri clia ca nhan duwoc xac dinh qua djch vy dinh vi.

b. DLCN khéac duwoc phap luat quy dinh 1a ddc thi va cin cd bién phép bdo mat can thiét.
"“DKPK” |a Didu Khoan va Biéu Kién Béb vé DLCN nay.

“TCSC" 1 Cang ty C6 phan Chirng khodn Thanh Céng.

Péi trong ap dung DKDK

PKDK nay dwoc ap dung cho tat ¢ Chd Thé DLCN dang s dung san pham, dich vy clia TCSC; ngwdi lao
dong cla TCSC; cb déng va/hodc cac ca nhan khac co phat sinh quan hé phép ly véi TCSC.

DKDK nay la mot phan khong thé tach roi va can duoc doc, hiéu théng nhét véi cac hop ddng, thda thuan,
didu khoan, didu kién va cac van kién khac duroc xac 1ap gitba Chl Thé DLCN va TCSC (“Thda Thuan”).

Cam két ctia Chii Thé DLCN

Bang viéc ding ky st dung, s dung céc san pham, dich vy clia TCSC, xac lap Théa Thuan va/hosc cho phép
TCSC x Iy DLCN, Chi Thé DLCN chép nhan toan bd va khdng kém theo bat ky digu kién nao déi voi cac
quy dinh tai DKBK nay va cac thay dbi (néu cé) trong tirng theri ky.

Cht Thé DLCN xac nhan rang, bang viéc chap nhan DKDK nay, Chl Thé DLCN d& dugc TCSC thang béo,
da biét va ddng ¥ véi toan b cac ndi dung can duoc théng béo trrérc khi TCSC xt Iy DLCN, chi tiét nhw quy
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3.3.

5.1

dinh tai DPKDK nay. Chl Thé DLCN déng y réng TCSC khong cin thirc hién thong bao lai trwde khi xir Iy
DLCN.

Khi cung c&p DLCN clia mét bén tht ba (bao gébm nhung khéng gi¢i han & théng tin cla nguei phu thude,
ngudi cb lién quan theo quy dinh phap luat, ve/chéng, con va/hodc cha me va/hodc ngudi giam ho, ban b,
bén thu hwéng, ngudi deoc Oy quyén, déi tac, ngwdi lién hé trong céc treéng hop khan cép hodc ca nhan
khac clia Chi Thé DLCN) cho TCSC, (i) Chd Thé DLCN cam doan, bdo ddm va chju trach nhiém réng Chi
Thé DLCN da cung cép théng tin day dd va co dwoc sw ddng y/chap thuan hop phap cla bén thir ba do dé
TCSC x{ ly cac DLCN cho cac muc dich dwge néu tai Cc Digu Khoan Biéu Kién nay; va (i) Cha Thé DLCN
ddng y réng TCSC khéng co trach nhiém phai thdm dinh vé tinh hop phap, hop 1é cla s dong y/chép thuan
nay va viéc luu trlr bang chiing ching minh thudc trach nhiém clia Cht Thé DLCN. TCSC dwoc mién trach
nhiém va duwoc yéu cau béi thweng cac thiét hai, chi phi lién quan khi Chd Thé DLCN.

Cam két ctia TCSC
TCSC cam két tuan thl cac nguyén tac sau khi x( ly DLCN:

a. TCSC xi¥ Iy va bdo vé DLCN phu hop véi quy dinh cla phap luat Viét Nam; tuan th day dd theo
Céc Piéu Khoan Diéu Kién nay va cac hop dong, théa thuan, van kién khac xac lap véi Chl Thé
DLCN;

b. TCSC thu thap DLCN véi muc dich cu thé, ré rang, hop phap, trong pham vi cac muc dich da néu
tai Cac Diéu Khodn Diéu Kién nay va phl hop véi quy dinh cla phap luat Viét Nam:;

e TCSC ludn ap dung va cap nhat cac bién phap ky thuat pha hop voi quy dinh cla phap luat Viét
Nam nham dam béo tinh an toan d@ liéu cda DLCN, bao gbm ca viéc cac bién phap béo vé khéi sw
truy cap trai phép hodc trai phap luat va/hodc sw pha hiy, mét, thiét hai cho DLCN;

d. TCSC lwu trir DLCN mét cach thich hop va trong pham vi can thiét nhdm muc dich x& Iy phi hop
v@&i quy dinh cla phép luat Viét Nam;

e. Ngoai cac nguyén tac néu trén, TCSC cam két tuan thd cac quy dinh lién quan dén bdo vé dir liéu
clia tré em va dam bdo tuan thl cac quy dinh phap luat vé bdo vé dir liéu tirng thei ky.

XU LY DLCN
Ngudn DLCN

TCSC hoac bén xt ly dir liéu cia TCSC hodac bén thir ba dugc phép x& |y dir liéu cho TCSC co thé thu thap
nhirng di liéu nay t&r Chi Thé DLCN khi Chl Thé DLCN yéu ciu, hodc trong qua trinh TCSC cung cép cho
Cht Thé DLCN bét ky san phdm va dich vu ndo ctia TCSC, va tlr nhiéu ngudn da dang, bao gdm nhung
khéng gi¢i han:

a. Théng qua quan hé gitra Chd Th& DLCN va TCSC, bao gdm nhwng khong gi¢i han & thong tin ma
Chii Thé DLCN cung cép trong cac Théa Thuan, khi Chi Thé DLCN si» dung cac san pham hoic
dich vu clia TCSC, khi tham gia cac khédo sat, cac cudc thi va chwong trinh khuyén mai danh che Chd
Thé DLCN, va trong qua trinh TCSC thdm dinh hd so clia Chi Thé DLCN @& quyét dinh viéc cung
cap dich vy, sdn pham cho Chii Thé DLCN va/hodc xac lap cac Théa Thuan véi Chl Thé DLCN;

b. Théng qua lién hé trao ddi bang I&i néi va van ban clia Chli Thé DLCN véi TCSC va/hodc céc ca
nhan/td chire dwoe TCSC dy quyén;

c. Tir nha cung cép dich vu, déi tac, don vi tw van clia TCSC, bao gém nhwng khéng gidi han: bén thuc
hién khdo sat, truy&n théng mang xa hai, tiép thi, ngan ngira gian lan, tap hop di liéu; bén hd tre co
s& ha tAng va phuong tién cdng nghé, va cac bén thr ba khac lién quan dén hoat déng kinh doanh
cla TCSC;

d. Tir cac bén thir ba ¢é quan hé v&i Chi Thé DLCN, bao gém nhwng khéng gidi han & nguwdi st dung
lao dong, dong s& hivu tai khodn, bén cho vay, bén cung cap bién phap bao dam, ddng déi tac, déng
quan ly va déng cb dong; i

e. Tir cac co quan nha nwdc (Uy ban Ching khodn nha nwéc, S& giao dich ching khoén hodc co
quan thdm quy&n khac tai Viet Nam hodc & nwéc ngoai), hodc théng tin thu thap tir batky nguén céng
cong san co, cac huéng dan, hodc co quan dang ky nao;

f. Théng qua cac doan phim lwu trir tir hé théng may quay, camera gidm sét tai céac dia diém kinh
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doanh/giao dich ctia TCSC;

g. Théng qua cac tap tin dwec tao ra béi trang mang ma Cha Thé DLCN truy cép (cookie(s)) hodc cac
thiét bi/cong cu giam sat twong tw;

h. Tir ngudn di liéu cta bén thi ba, |a ngudn di liéu ma Cha Thé DLCN d4 déng y cho viéc thu thap
di lieu, hodic ngudn ma viéc thu thap di¥ liéu phi hep véi quy dinh clia phap luat.

5.2. DLCN co thé duoc thu thép tai mang lwdi don vij kinh doanh thuéc TCSC, béi cac ca nhan thudc mang lwdi
TCSC va céc hé thdng thong tin lién lac, bao gdm nhwng khéng gidi han & website, dién thoai, cac cudc hoi
thoai qua dién thoai ¢é dinh va dién thoai di déng, thw dién t&, tin nhan, phang tro chuyén hodc cac phirong
tién trao ddi théng tin khac cla Chd Thé DLCN,

Dé lam r6, DLCN c6 thé duwroc thu thap do Chid Thé DLCN cung cip, théng qua cac yéu ciu clia TCSC véi
Chi Thé DLCN (ho&c ngudi dai dién cda Chi Thé DLCN) hodc do TCSC tw thu thap hoac thu thap tiv cac
ngudn cung cép théng tin khac (bao gém ca thong tin dwoc phd bién réng rai), dwoc khdi tao hodc téng hop
cung v&i cac théng tin khac ma TCSC cé dugc.

5.3.  Thong tin Chi Thé DLCN cung cAp cho TCSC I3 thang tin thuéc DLCN co ban va DLCN nhay cadm, bao gdm
nhwng khéng gi&i han cac thong tin sau:

a. Théng tin chi tiét cla ca nhan (nhw ho tén, quéc tich, gi¢i tinh, ngay sinh, ngh& nghiép), théng tin
clia td chire (nhw tén giao dich day dd, tén viét tit, gidy phép hodc quyét dinh thanh Iap, gidy chirng
nhan dang ky doanh nghiép hodc van ban twong duong);

b. Théng tin lién quan dén dinh danh, nhan biét Chd Thé DLCN (vi du: m3u chir ky, chir ky dién tc,
hinh &nh, théng tin CMND/CCCD, hé chiéu, théng tin v& thj thwe d6i véi Chi Thé DLCN ca nhan 13
ngudi nwée ngoai), thdng tin clia Chi Thé DLCN [ té chirc hodc cla ngwdi dai dién theo phap luat
hodc dai dién theo Gy quyén, va cac théng tin cé lién quan khac, dir liéu sinh tric hoc (nhw van tay,
khuén mét, méng mat, giong néi va cac yéu té sinh trac hoc khac);

[od Théng tin chi tiét lién lac (vi du dia chi try s& chinh, dja chi nha va noi 1am viée, thw dién td/email va
s6 dién thoai):

d. D liéu dang ky va d&ng nhap cla Chd Thé DLCN (vi du théng tin dang nhap cho tng dung giao
dich clia TCSC va website clia TCSC);

e. Nhirng théng tin khac v& Chl Thé DLCN (vi du nhw thong tin tai chinh, théng tin bdo hiém, théng tin
nhan khéu, hinh &nh ca nhan, v.v...) ma Cha Thé DLCN da cung cép cho TCSC qua viéc dién vao
céc bidu mau, khdo sat, hodc bang cach lién lac véi TCSC truc tiép qua dién thoai, thw dién ti, trwc
tuyén hodc phuong thire khac,

54.  Théng tin TCSC thu thap hoac tao ra v& Cha Thé DLCN théng qua hoat dang binh thwéng ciia rng dung
TCSC va website clia TCSC, bao gdm:

a. Théng tin c6 trong tai liéu Chd Thé DLCN (vi dy, hd se tw van ma TCSC da cung cép cho Chi Thé

DLCN);

b. Théng tin TCSC thu thap tir cac ngudn khac, vi du, théng tin tlr cookies va cac cong nghé twong tw
khéc, thang tin ngudi dung dwoe thu thap qua cac (rng dung cla bén thi» ba ma TCSC cé méi quan
hé chung;

c. D lieu diéu tra, vi du, cac kiém tra thdm dinh, trirng phat, kiém tra phéng chéng riva tién, bac céo

tinh bao bén ngoai, ndi dung va siéu di liéu lién quan dén cac trac ddi théng tin lién quan gitra cac
ca nhan, t& chirc, bao gdm thw dién ti, thw thoai, trd chuyén trie tiép;

d. Théng tin TCSC can dé hd tr' cac nghfa vu phap Iy, vi duy, théng tin vé& céc chi tiét giao dich, muc
dich thanh toan, théng tin Chii Thé DLCN, théng tin déi tAc/ngueri thu hwéng, cac tai liéu nhan dang,
phat hién bat ky hoat dang b4t thudng va dang ngé ndo va théng tin v& cac bén lién quan dén Chi
Thé DLCN hoac nhirng hoat déng nay;

e. Mat sb thong tin vé& cac thiét bj Cha Thé DLCN st dung @& truy cap ¢ng dung TCSC va website cda
TCSC (bao gdm nhwng khang gidi han, phadn mém va dia chi IP, thiét bj di dong, dac diém nhan
dang thiét bj duy nhét (UDID) hoac dinh danh thiét bi di dong (MEIDs), dia chi clia website gidi thiéu
(néu c6), va cac trang ma Chl Thé DLCN ghé thdm trén (rng dung TCSC, website clia TCSC, s6 lan
truy cap);
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f (*ng dung TCSC, website ciia TCSC cé thé thu thap thang tin chinh xac v& vi tri cla thiét bi di déng
clia Chd Thé DLCN théng qua céc dich vu dinh vi (nhw GPS, wifi,...). TCSC thu thap, s& dung, tiét
16 va/hodc x( Iy cac théng tin nay cho mét ho&c nhigu muc dich, bao gém nhwng khéng giéi han béi
céc Dich vu, san phdm duwa trén vj tri Chi Thé DLCN yéu ciu hodc cung cp noi dung lién quan dua
trén vj tri clia Chd Thé DLCN ho#c cho phép Chl Thé DLCN chia s& vi tri clia minh v&i nhiing nguedi
dung khac nhuw la mét phan cla cac san phdm, Dich vu theo rng dung TCSC, website clia TCSC.
Déi v&i hau hét cc thiét bi di dong, Chi Thé DLCN ¢é thé thu hdi quyén cho phép TCSC nhan thong
tin v& vj tri thong qua cac cai g4t trén thiét bi cia Chd Thé DLCN. Néu Chi Thé DLCN c6 bét ky cau
héi nao vé& cach vo hiéu héa cac Dich vu lién quan dén vi tri thiét bi di dong cta minh, vui long lién
hé véi nha cung cAp Dich vu thiét bj di déng hodc nha san xuét thiét bi;

g. Tuy theo nhu cau st dung san phdm, dich vu cda Chl Thé DLCN, Chd Thé DLCN co thé dwoc yéu
cu cung cép céc thong tin phi hop theo yéu ciu cla bén déi tac, bén thi ba cung cip cac san
pham, Dich vu d6. Trong nhirng trwréng hop nhw vay, TCSC sé c6 thdng bao glri dén Chi Thé DLCN
théng qua (rng dung TCSC, hodc email, hodc tin nhan hodc céc hinh thire khac tuy theo quyét dinh
clia TCSC tirng thei diém, ¢& Chl Thé DLCN c6 thé nhan biét va thang tin chi dwoc thu thap khi cd
xac nhan déng y tir Cha Thé DLCN. Chl Thé DLCN ddng ¥ va hiéu réng, trong moi trwérng hop Chi
Thé DLCN dang ky st» dung s&n pham, Dich vu dwoc cung cip béi nha cung cép, TCSC duwoc quyén
mién trir trach nhiém, nghia vu lién quan dén giao dich, quan hé cung (ng va sl dung Dich vu gitra
Chu Thé DLCN va nha cung cap dé:

6. Muc dich xtr ly di¥ liéu

TCSC sé chi thu thap va x ly DLCN khi TCSC c6 sw chap thuan va dwoc dong y mét cach tw nguyén bai
Chi Thé DLCN dé tir d6 TCSC cd thé (i) cung cap thong tin va/hodc sén pham, dich vu cho Chi Thé DLCN
valhodc (i) xac lap cac quan hé phap Iy véi Chi Thé DLCN. Muc dich thu thap va x& Iy DLCN clia TCSC
("Muc Pich”) nham:

6.1.  Panhgia va cung cap cac san pham, dich vu ciia TCSC cho Chi Thé DLCN

a. Nhan biét, xac minh va duy tri théng tin chinh xac v& nhan biét Chii Th& DLCN (KYC): tim kiém, xac
minh va tién hanh cac hoat dong kiém tra v& phéng chéng rira tién, han mirc vay giao dich ky quy va
céc kiém tra khac véi Chi Thé DLCN theo yéu cau;

b. Danh gia, xac dinh, tham dinh va phé duyét viéc cung cp san pham, dich vu theo cac van ban dang
ky, @& nghi clia Chi Thé DLCN va/hodc nguedi lién quan cla Chi Thé DLCN;

c. Tham dinh, xay dwng va danh gia mic d6 tin cay trong sl dung sdn pham, dich vu clia Chd Thé
DLCN;

d. Can nhéc viéc cung cap hodc tiép tuc cung cap bét ky san pham, dich vu nao clia TCSC véi Chl Thé
DLCN.

6.2.  Thuc hién cac nghfa vu trong cac Thda Thuan va chdm séc khach hang

a. Thuc hién céc nghia vu theo hop dbng, théa thuan va cung cp sén pham, dich vu cho Chd Thé
DLCN; PBé bdo vé& hoic thuc thi cac quydn va Igi ich hep phap clia TCSC, bao gbm quyén thu cac
khodn phi, thu héi va x( Iy cac khodn no ma Chd Thé DLCN dang no TCSC;

b. Cham séc khach hang, giai quyét khiéu nai, khai kién clia Chi Thé DLCN;

c. Lién hé véi Cha Thé DLCN, tiép thi trurc tiép, gian tiép cac san pham, dich vu véi Cha Thé DLCN, thire
hién cac chwong trinh khuyén mai, ddi qua, trao thuéng, giao qua téng.

6.3.  Hiéu vé& nhu cau sl dung san ph&m, dich vu cta Chi Thé DLCN va céi thién chat lwgng cung (ing sén

pham, dich vu clia TCSC

Hiéu ro hon vé& nhu cdu dau tw, tinh trang tai chinh hién tai va twong lai cda Chd Thé DLCN;

Cai thi&n, tdng cwéng, ca nhan héa, ca biét hda cac sdn phdm va dich vy clia TCSC bao gém dich
vu truc tuyén cla TCSC va phét trién cac san phdm, dich vu méi;

C. Tién hanh nghién ctru thj trwéng, khao sat va phan tich dir liéu lién quan dén bat ky san phdm, dich
vu nao clia TCSC cung cip téi Chli Thé DLCN;

d. Giam sat, d@m bao an toan giao dich, hd tro khach hang kip thei trong cac tinh hudng khan cap;

e. Thue hién céc hoat dang khac cé lién quan dén viéc cung cép, van hanh va quén Iy clla TCSC ddi véi

céc san phdm, dich vu clia TCSC va/hoidc dé phat trién, nang cao va téng cuéng viéc cung cép cac
san pham, dich vu clia TCSC t&i cac Chd Thé DLCN ndi chung; va cac muc dich khac ma TCSC
danh gia Ia pht hop tai ting théi ky.
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6.4.

6.5.

6.6.

7.2.

8.2

10.

Diéu hanh hoat dong kinh doanh va quén tri rdi ro néi bé clia TCSC

a. D& dam bdo muc dich kinh doanh hop phéap clia TCSC trong nhirng tredng hop ma TCSC cho la
can thiét, bao gbm nhwng khéng gici han & viéc trao dbi thang tin véi TCSC, cac déi tac, nha cung
cép dich vu cho TCSC; . '

D& nhap liéu, dé kiém tra tinh day di va chinh xac cla di liéu ma Chd Thé DLCN cung cép cho
TCSC va/hodc thong tin TCSC nhap liéu trén hé théng;

Pé thirc hién tuan thd vai cac thda thuan, hop déng gitka TCSC va cac bén thir ba khac;

o

Dé thuc hién cac nghta vu v& bao céo, tai chinh, ké toan va thué;
Dé thuc hién céc hoat ddng c6 muc dich kiém toan, quén Iy rdi ro va tuan th;

-~ 0 a0

Dé phuc vu cac yéu cau trong hoat déng noi bd cia TCSC hodc cac don vj thanh vién clia TCSC
(bao gdm viéc phuc vu cho cac muc dich quan Iy rii ro, quy hoach va phat trién hé théng/mang Iwai
va diéu hanh...).

Tuan thd quy dinh cia phap luat, didu wéc quéc té ma Viét Nam la thanh vién

a. Dé cung cip cho cac co quan nha nwéc cd thdm quyén theo quy dinh cda phap luat;

b. Pé thue hién cac nghta vu theo quy dinh clia phép luat, cac didu wée qudc té ma TCSC phai tuan
th va yéu cau clia co quan Nha nwéc cé thadm quyén;

c. D& tao di lidu, bao cao va thdng ké trén co s& yéu ciu ctia Uy ban Chirng khoan Nha nwéc, S&
giao dich chirng khoén hodic co quan cé thdm quyén theo quy dinh cla phép luat.

Phong, chéng va ngan ngira toi pham

& D& danh gia rti ro, phan tich xu hwéng, théng k&, I&n ké hoach, bao gbm phan tich xt Iy di¥ liéu v&
théng ké va phong chéng ria tién;

b. Dé& phat hién, ngan chan va diéu tra t6i pham, tn cong hodc vi pham bao gdm ca gian |an, riva tién,
khiing bé, tai tro vii khi hiy diét hang loat, héi 18, tham nhing hoac trén thué.

Cach thire xi¥ Iy DLCN

TCSC, tai moi thai diém, b toan quyén quyét dinh vé& phirong tién, cach thiee x Iy théng tin, DLCN cho phu
hop véi Muc Bich, bao gdbm nhwng khéng gidi han cac phwong thire vat Iy, bdng van ban, I&i néi, phwong
thirc dién tcr.

Ngoai ra, Chli Thé DLCN cling ddng ¥ cho phép TCSC va bén thir ba dwoc x Iy DLCN tw dong bang
phuwong tién dién ti (nhw hé théng phan mém va cac thuét todn) nhdm danh gia, phan tich, dy doan hoat
ddng ciia Chi Thé DLCN, nhuw: théi quen, sé& thich, mirc dd tin cay, hanh vi, dia diém, xu hwéng, nang luc
va cac treong hop khac.

Thei han xir ly, lwu trir DLCN

Thei gian bét dau, thoi gian két thic x& Iy dir liéu: trong pham vi phap Iuat cho phép, TCSC Iuu trir div liéu
cla Chl Thé DLCN tir thoi diém bat d4u thiét 1ap méi quan hé véi TCSC (bao gém cé giai doan tim hiéu
va/hoac d& nghi giao két Théa Thuan) cho dén khi cé yéu ciu xoé, huy DLCN clia Chi Thé DLCN theo quy
dinh phap luat.

TCSC cb thé lwu di lidu cia Cha Thé DLCN trong mot khodng thai gian 1au hon néu can thiét @& tuan thi
quy dinh va yéu ciu phap luat hodc cho nhirng muc dich hop phap khéc, nhw gidi quyét cac yéu chu va
khiéu nai, gidi quyét tranh chép, chéng gian lan va toi pham tai chinh, phan hdi c&c yéu ciu clia cac co quan
quan ly.

Hau qua, thiét hai khéng mong mubn c6 kha niang xay ra

TCSC hién c6 quy trinh bdo mat d& bao vé DLCN khai bi mat mat, lam dung, thay déi hodc pha hiy tréi phép.
Tuy nhién, bat ch&p nhirng nd lwc ti da cla TCSC, an ninh khong thé duwoc dam bao tuyét déi trede moi
méi de doa. Trong kha nang tét nhat clia TCSC, viéc truy cap DLCN clia Chd Thé DLCN chi giéi han cho
nhirng ngudi can biét. Nhirng ca nhan ¢ quyén truy cap vao di lidu d&u dwoc yéu cau duy tri tinh bao mat
cla théng tin do.

BAO VE DU LIEU & QUYEN RIENG TU
Chia sé DLCN cho bén th ba
D& thie hién Mugc Dich, Chi Thé DLCN ddng v cho phép TCSC chia sé cac thong tin, di¥ liéu duoc cung
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11.

11.2.

12.

12.1.

cdp bdi Chl Thé DLCN cho cac Bén thiy ba (dong vai trd 1a cac bén xir Iy DLCN/ bén th( ba) trong cac
trieéng hop sau (bao gdbm nhung khang gidi han):

a. Cac nhan vién, chuyén gia clia TCSC cho cac muc dich dwoc néu trong PKBPK nay hodc nhdm muc
dich diéu hanh hoat déng kinh doanh, van hanh;

b. Bén thay mat TCSC phu trach x@ Iy thong tin, bao gdm nha cung cap dich vu céng nghé théng tin,
quan ly dinh danh, hosting va quan tri trang web, phan tich di¥ liéu, sao Iwu dit liéu, dich vu an ninh
va lwu triv;

c. Cac nha cung cép lam viéc cho TCSC (bao gém céc nhan vién, nha thau phu, nha cung cép dich vy,
giam dbc hodc chuyén vién cla ho);

d. Cong ty thanh vién khac trong mang lwai TCSC ¢4 lién quan dén san phdm, dich vu cung c&p cho
Chi Thé DLCN;

e. Thue hién nghia vy céng, hodc trach nhiém phap Iy d& hé tro phat hién va ngén chén gian lan, trén
thué va toi pham tai chinh;

f. Thwe hién cac bao cao quy dinh, kién tung hodc khéng dinh hodc bdo vé cac quyén va loi ich hop
phap;

g. Da yéu ciu Chi Thé DLCN cho phép dé& chia sé thang tin, va Chl Thé DLCN da dong v.
Chia sé& DLCN cta Chi Thé DLCN ra nwéc ngoai

Pé thue hien Muc Bich, TCSC sé c6 thé can chuyén DLCN ra nwéc ngoai. Khi thue hién cung cap/chuyén
DLCN ra nuéc ngoai (bao gém nhung khéng giéi han & hoat dong st dung khéng gian mang, thiét b, phwrong
tién dién t& hodc céc hinh thikc khac d& chuyén DLCN ra ngoai lanh thd Viét Nam), TCSC sé yé&u ciu bén
thtr ba tiép nhan dam bao an toan, bdo mat ddi véi DLCN dwoc cung cap/chuyén giao. TCSC cam két tuan
tha day da quy dinh,y&u cau tuan thl cdia phap luat Viét Nam d& bdo vé an toan cho DLCN.

Bang viéc cung cép dr liéu cho TCSC, Chi The DLCN ddng ¥ véi diéu khodn chuyén théng tin ra khéi pham
vi quéc gia nhdm muc dich hoan thién nhu ciu cda Chid Thé DLCN va Muc Dich x( Iy di liéu dwoc quy dinh
tai Mugc 6 ctia PKPK nay. Do dd, DLCN clia Chil Thé DLCN c6 thé duoc chuyén ra khéi viing lanh thé quéc
gia nei Chd Thé DLCN dang sinh séng.

Quyén va nghia vu ctia Chli Thé DLCN
Cht Thé DLCN cé day dd cac quyén lién quan dén thong tin, DLCN cla Chd Thé DLCN, bao gém:

a. Quyén dwoc biét: Chii Thé DLCN dwoc biét vé& hoat dong xt Iy DLCN cla minh, trir triréng hop luat
c6 quy dinh khac.

b. Quyén ddng y: Chl Thé DLCN duoc quyén ddng ¥ hoc khdng ddng ¥ cho phép x& Iy DLCN cia
minh, trie triedng hop quy dinh tai Muc 14 cla BDKBK nay.

& Quyén truy cap: Chi Thé DLCN duoc truy cap dé xem, chinh stra hodc yéu cau chinh stra DLCN
cua minh, trir trwd'ng hop luat co quy dinh khac.

d. Quyén rdt lai sw dong y: Chi Thé& DLCN dwec quyén rit lai sy déng y cla minh bét ky ldc nao, trir
tredng hop luat co quy dinh khac.

e. Quyén xoa d¥ liéu; Chi Thé DLCN duwoc xéa hodc yéu cau xéa DLCN clia minh, tri trudng hop
luat cé quy dinh khac.

f Quyén han ché xt ly di¥ liéu: (i) Chi Thé DLCN duwoc yéu ciu han ché xt Iy DLCN cla minh, trie
trierng hop luat cé quy dinh khac; (i) Viéc han ché x& ly div liéu dwoc TCSC sé thue hién trong 72
gi¢r sau khi ca yéu cu clia Chi Thé DLCN, v&i toan bd DLCN ma Chl Thé DLCN yéu cAu han ché,
trir triedng hep luat cd quy dinh khac.

g. Quy&n yéu cAu cung cAp de liéu: Chi Thé DLCN duoc yéu ciu TCSC cung cép cho ban than DLCN
ctia minh, trir tredng hop luat cé quy dinh khac.

h. Quyén phan di xt ly div ligu: (i) Cht Thé DLCN dwegc phan ddi viéc TCSC xdr Iy DLCN cia minh
nh&m ng&n chin hodc han ché tiét 16 DLCN hodc sl dung cho muc dich quéng céo, tiép thi, trir
tredng hop luat cd quy dinh khag; (i) TCSC sé thue hién yéu cdu cla Chi Thé DLCN trong 72 giéy
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12.2.

13.
13.1

13.2

13.3

14.

sau khi nhan dwoe yéu cau, trlr tredng hop luat ¢d quy dinh khéc.

i. Quy2n khiéu nai, t& cdo, khéi kién: Chi Thé DLCN c6 quyén khiéu nai, t6 céo hodc khdi kién theo
quy dinh cla phap luat.

il Quyén yéu cau bdi thwang thigt hai: Chii Thé DLCN co6 quyén yau chu bdi thwing thiét hai theo quy
dinh clia phép luat khi xay ra vi pham quy dinh v& bao vé& DLCN ctia minh, trir trwdng hop c6 théa
thuan khac hoéc luat cé quy dinh khac.

k. Quyén tw bao vé: Chl Thé DLCN c6 quyén ty bdo vé theo quy dinh cla Bo luat Dan sw, luat khac
c6 lién quan va Nghi dinh 13/2023/ND-CP, hodc yéu ciu co quan, t& chivc cd thdm quyén thuc hién
cac phwong thirc bdo vé quyén dan sw theo quy dinh tai Didu 11 cla Bé Iuat Dan sw.

Nghfa vy clia Chl Thé DLCN lién quan dén DLCN, bao gdm:

a. Tw bdo vé DLCN cda minh; yéu clu cac td chire, ca nhan khac co lién quan bdo vé DLCN clia minh.
b. Tan treng, bdo vé DLCN cla ngui khac.

c. Cung cép day dd, chinh xac DLCN khi déng y cho phép xir Iy DLCN.

d. Tham gia tuyén truyén, phd bién kj ndng bdo vé& DLCN.

e. Thue hién quy dinh cha phap luat v& bdo vé DLCN va tham gia phang, chdng cac hanh vi vi pham

quy dinh v& bdo vé DLCN.
Lwu trir, x6a, hity DLCN

Khi DLCN clia Chd Thé DLCN khéng con can thiét cho Muc dich theo BKBK nay, hodic TCSC khong con co
s& phap |y d& gitr lai DLCN cla Chl Thé DLCN hoac khi Chl Thé DLCN rdt lai sw dong y, TCSC sé thuc
hién cac budc dé xoa, tieu huy, &n danh, hodc ngén chan viéc truy cap hodc st dung DLCN cho bat ky muc
dich ndo ngoai viéc tuan thi theo DKPK nay hodic cho muc dich an toan, bdo mat, phat hién va phong chéng
gian lan, pht hop véi cac yéu ciu cla luat ap dung hién hanh.

Khi Chl Thé DLCN rit lai si ddng ¥, TCSC sé thwc hién x6a di liéu clia Chl Thé DLCN, trir cac trudng
hop khéng &p dung theo quy dinh phap luat nhw ligt ké dudi day. Qua trinh x( Iy yéu cu nay clia Chi Thé
DLCN va cap nhat lén hé théng sé dugc thie hién trong 72 gi&r ké tir Iic TCSC nhan dwee yéu ciu tir Cha
Thé DLCN, trir treeng hop phép luat cé quy dinh khac. Do d6, cd thé Chd Thé DLCN vén sé nhan duwgc cac
thong bao, tai liéu quang cao/truyén théng trong khodng th&i gian nay.

Viéc xda div liéu sé khéng ap dung khi cé d& nghi clia Cha Thé DLCN trong cac treéng hop:
a. Phap luat quy dinh khdng cho phép xo6a d liéu;

b. DLCN dwee x( Iy bdi co quan nha nwdc ¢ thdm quyén véi muc dich phuc vy hoat déng cla co
quan nha nwéc theo quy dinh cla phap luat;

[ DLCN da dwoc cdng khai theo quy dinh clia phap luat;

d. DLCN dwgc x( ly nhdm phuc vy yéu ciu phap Iy, nghién clru khoa hoc, théng ké theo quy dinh cta
phéap luat;

e. Trong trwong hop tinh trang khén c&p vé qudc phong, an ninh qudc gia, trat tw an toan xa hoi, thdm

hoa I&n, dich bénh nguy hiém:; khi co nguy co de dea an ninh, quéc phong nhung chwa dén mic
ban bé tinh trang khdn c&p; phong, chéng bao loan, khiing bé, phang, chéng téi pham va vi pham
phap luat;

f. (Png pho véi tinh huéng khan c&p de doa dén tinh mang, strc khde hodc sy an toan cla chd thé di
liéu hoac ca nhan khac.

Xir Iy DLCN trong treérng hop khéng cin sw ddng ¥ cia chi thé div ligu

Phii hop theo quy dinh clia phép luat, DLCN cd thé dwoe x& Iy ma khéng can sw dong y cla Cha Thé DLCN
trong nhi*rng trwdng hop sau:

a. Trong trweéng hop khén cép, can x Iy ngay DLCN co lién quan d& bao vé tinh mang, strc khde clia
Cht Thé DLCN hodc ngudi khac.
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15.

16.

16.1.

16.2.

16.3.

17.

18.

b. Viéc cdng khai DLCN theo quy dinh cla luét.

c: Viée x Iy d@ liéu cla co quan nha nwdc co thdm quyén trong treeng hop tinh trang khan cép vé
qudc phéng, an ninh qudc gia, trat tw an toan xa hai, tham hoa I&n, dich b&nh nguy hiém; khi cé
nguy co de doa an ninh, quic phong nhwng chwa dén mic ban b tinh trang khin cép; phang,
chéng bao loan, khiing bd, phong, chdng t&i pham va vi pham phap Iuat theo quy dinh ctia luat.

d. Pé thwe hién nghia vu theo hop ddng cla Cha Thé DLCN véi co quan, td chirc, ca nhan co lién
quan theo quy dinh cla luat.

e. Phuc vu hoat dong cla co quan nha nwéc da dwgc quy dinh theo luat chuyén nganh.
Tiép thi trwec tiép

Nhu dwoe néu trong DKDK nay va phl hep véi cac yéu cau cla phap luat hién hanh, TCSC va cac dbi tac
tiép thj hodc cac nha cung cép hodc cac bén thir ba dwoc Iwa chon can than, co thé lién hé véi Chi Thé
DLCN qua email, tin nhdn hodc céc phwong tién dién t& khac, & cung cdp cho Chid Thé DLCN théng tin
lién quan dén cac San pham, Dich vu ma Chi Thé DLCN c6 thé quan tam,

Néu Chu Thé DLCN muédn hiy déng ky nhan cac théng bao nay, TCSC dinh kém cac chi tiét huéng dan
hly dang ky trong méi théng béo. Trong trwdng hop Chd Thé DLCN hly dang ky nhan thang tin lién quan
dén tiép thi hodc quang céo, TCSC c6 thé tiép tuc lién hé véi Chd Thé DLCN nhdm muc dich thire hién theo
chi d&n clia Chii Thé DLCN, cho phép Chi Thé DLCN thuyc hién bt ky giao dich ndo Chi Thé DLCN yéu
cAu, glvi Chd Thé DLCN tin nhan giao dich, quan tri tai khodn cla Chd Thé DLCN, hodc theo yéu cau hodc
cho phép cuta phap luat hién hanh.

Cookies

Khi Chi Th& DLCN s dung hodc truy cap cac website cia TCSC, TCSC co thé dat cookie trén thiét bi cla
Chd Thé DLCN. “Cookie” 14 mot tép nhé dwec dat trén thiét bi cla Chd Thé DLCN khi Chi Thé DLCN truy
cap mot website nhdm ghi lai théng tin v& thiét bj, trinh duyét, va trong mat sé trvéng hop, sé thich va théi
quen duyét tin dién t& clia Chl Thé DLCN. TCSC c6 thé st dung thang tin nay d& nhan dién Chi Thé DLCN
khi Chd Thé DLCN quay lai cac website cila TCSC, @& cung cép cac Dich vu droc ca nhan hoa trén cac
website clia TCSC, dé bién soan sb liéu phan tich nham hiéu ré hon v& hoat dong clia website va dé cai
thién cac website clia TCSC. Chii Thé DLCN cé thé st dung cai dit trinh duyét clia minh d& xéa hodc chan
cookie trén thiét bj cla minh. Tuy nhién, néu Chd Thé DLCN quyét dinh khéng chép nhan hoéc chén cookie
tir cac website clla TCSC, Chil Thé DLCN co thé khong tan dung hét tat cd cac tinh nang cla tng dung
TCSC, website clia TCSC.

TCSC c6 thé xtr Iy théng tin, DLCN ctia Chi Thé DLCN théng qua cdng nghé cookie, theo cac quy dinh cla
DKBK nay. TCSC ciing c6 thé st dung bién phép tiép thi lai @& phan phat quang céo cho nhirng ca nhan
ma TCSC biét trwdc day da truy cap website clia minh. Stra ddi, bd sung, thay thé PKDK.

BAt ky stra dbi, bd sung, thay thé nao déi véi DKBK nay sé duoc théng béo béi TCSC trén website cla
TCSC hoc théng qua email dang ky clia Chd Thé DLCN trede thai digm co hiéu lwe (“Théng Béo Stra
Dai").

Trir treng hop DKDK nay cé quy dinh khéc, ké tir ngay Théng Béo Stra Ddi 6 hiéu lie, Chi Thé DLCN
dwoc coi la chap thuan toan bé nhirng ndi dung stra ddi theo théng bao ctia TCSC néu Chd Thé DLCN (i)
tiép tuc st dung san pham, dich vu tai TCSC va/hodc (i) tiép tuc duy tri quan hé phép Iy véi TCSC theo
quy dinh tai cac Théa Thuan k& ti ngay théng bao.

Néu Chl Thé DLCN khong ddng ¥ v&i cac ndi dung stra ddi, didu chinh cla TCSC, trong mét s trweng
hop s& anh hiréng hodc dan dén viéc chdm divt viéc str dung san pham, dich vu tai TCSC. Chi Thé DLCN
vui Iong lién hé véi TCSC dé dwoc gidi dap thém chi tiét.

Luat diéu chinh

DKDK nay dwoc gidi thich va didu chinh béi phap luat Vit Nam.

Ngén ngir

DKDK nay duoc ap song ngir, tiéng Anh va tiéng Viét; trong triedng hop co sw khéc biét ndi dung gitra hai
ngén ngl, ndi dung tiéng Viét sé duwoc wu tién ap dung.
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Last updated: 05/09/2023

TCSC publishes the Terms and Conditions on the Protection of Personal Data ("T&C"), effective from 05/09/2023,
and updated from time to time by law. ’

1::

1.2.
1.3.

14.

1.5.
1.6.

2.1.

2.2.

3.2,

GENERAL PROVISIONS
Definition, and interpretation

"Subject of PD" means organizations and individuals reflected by PD, including all customers using TCSC's
products and services; employees of TCSC; shareholders and/or other organizations/individuals that have a
legal relationship with TCSC.

"PD" stands for "personal data".
"Basic PD" includes:

a. For individuals: Last name, middle, and first name, other names (if any); date, month, year of birth;
date, month, year of death or disappearance; gender; place of birth, place of birth registration,
permanent residence, temporary residence, current residence, hometown, contact address; nationality;
image of the individual; phone number, personal legal document number, driver's license number,
license plate number, personal tax identification number, social insurance number, health insurance
card number; marital status; information about family relationships (parents, children); information
about an individual's digital account; PD reflects online activities and history; other information
associated with or helping to identify a specific person or helping to identify a specific person not cover
by Sensitive PD.

b. For organizations: Legal information of the organization, information about related parties of the
enterprise, information about the organization's digital account; bank account information; other
information associated with or helping identify a specific organization or helping identify a specific
organization not covered by Sensitive PD.

"Sensitive PD" means PD associated with the privacy of individuals that, when infringed, will directly affect
the legitimate rights and interests of individuals, including:

a. For individuals: Political views, religious views; health and personal status recorded in the medical
record, excluding blood type; information related to racial and ethnic origin; information about inherited
or acquired genetic traits of the individual; information about physical properties, individual biological
characteristics; information about the sex life, sexual orientation of the individual; data on crimes and
offenses collected and stored by law enforcement agencies; the individual's location data is determined
through geolocation services.

b. Other PD is regulated by law as specific and requires necessary security measures.
"T&C" means this Terms and Conditions on the Protection of Personal Data.

"TCSC" means Thanh Cong Securities Joint Stock Company.

Subjects of application of the T&C

This T&C to all Subjects of PD using TCSC's products and services; employees of TCSC; shareholders
and/or other individuals who have a legal relationship with TCSC.

This T&C is an integral part and should be read and understood by the contracts, agreements, terms,
conditions, and other documents established between the Subject of PD and TCSC ("Agreement").

Commitment of Subject of PD .

By registering to use and use TCSC's products and services, establishing an Agreement, and/or allowing
TCSC to handle Subject of PD, Subject of PD accepts in its entirety and without attaching any conditions to
the provisions of this T&C and changes (if any) from time to time.

Subject of PD confirms that by accepting this T&C, Subject of PDC has been notified, known, and agreed to
all contents to be notified before TCSC processes Subject of PD, details, as specified in this T&C. Subject of
11/18
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3.3.

PD, agrees that TCSC does not need to give re-notification before processing Subject of PD.

When providing Subject of PD of a third party (including but not limited to information of dependents, legal
relatives, spouses, children and/or parents and/or guardians, friends, beneficiaries, authorized persons,
partners, emergency contacts or other individuals of Subject of PD) to TCSC, (i) Subject of PD represents,
warrants and is responsible that Subject of PD has provided sufficient information and obtained the lawful
consent/consent of such third party for TCSC to process Subject of PD for the purposes set out in these
Terms and Conditions; and (ii) Subject of PD agrees that TCSC has no obligation to assess the legality and
validity of this consent/consent and that the storage of supporting evidence is the responsibility of Subject of
PD. TCSC is exempt from liability and is required to compensate for related damages and costs when Subject
of PD.

TCSC's commitment
TCSC is committed to adhering to the following principles when handling PD:

a. TCSC handles and protects PD by the provisions of Vietnamese law; fully complies with these Terms
and Conditions and other contracts, agreements, and documents established with the Subject of PD;

b. TCSC collects PD for specific, explicit, and lawful purposes, within the scope of the purposes stated
in these Terms and Conditions and in accordance with the provisions of Vietnamese law;

c. TCSC always applies and updates technical measures by the provisions of Vietnamese law to ensure
the data security of PD, including safeguards against unauthorized or unlawful access and/or
destruction, loss, and damage to PD;

d. TCSC stores PD appropriately and to the extent necessary for processing by the provisions of
Vietnamese law;

e. In addition to the above-mentioned principles, TCSC is committed to complying with regulations related
to the protection of children's data and ensuring compliance with data protection legislation from time
to time.

PD PROCESSING
PD Sources

TCSC or its data processor or a third party authorized to process data for TCSC may collect such data from
Subject of PD upon request, or during TCSC's provision to Subject of PD with any TCSC products and services,
and from diverse sources, including but not limited to:

a. Through the relationship between the Subject of PD and TCSC, including but not limited to the
information provided by the Subject of PD by the Agreements, when Subject of PD uses TCSC's
products or services, participates in surveys, contests, and promaotions for Subject of PD, and during
TCSC's assessment of the dossier of Subject of PD to decide on the provision of services and products
to Subject of PD and/or establishing agreements with Subject of PD;

b. Through verbal and written communication between the Subject of PD with TCSC and/or
individuals/organizations authorized by TCSC;

o From service providers, partners, and consultants of TCSC, including but not limited to survey
operators, social media, marketing, fraud prevention, data aggregation; technology infrastructure and
facilities facilitators, and other third parties involved in TCSC's business;

d. From third parties in relation to the Subject of PD, including but not limited to employers, co-account
owners, lenders, security providers, co-partners, co-managers, and co-shareholders;

e. From public authorities (State Securities Commission, Stock Exchange, or other competent authorities
in Vietnam or abroad), or information collected from any available public sources, guidelines, or
registered agencies;

f. Through archival videos from the camera system, surveillance cameras at TCSC's
business/transaction locations;

g. Through files created by the website accessed by Subject of PD (cookie(s)) or similar monitoring
devices/toals;
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5.2.

53.

54,

h.

From a third-party data source that the Subject of PD has consented to the data collection or a source
where the data collection is by the provisions of law.

PD may be collected at the TCSC business unit network, by individuals belonging to the TCSC network and
communication systems, including but not limited to websites, telephones, landline and mobile telephone
conversations, email, messages, chat rooms, or other means of communication of Subject of PD.

For clarity, PD may be collected by the Subject of PD, through TCSC's requests to the Subject of PD (or
representatives of PDs), or collected by TCSCs themselves or from other sources of information (including
widely available information), generated or aggregated together with other information obtained by TCSC.

The information that the Subject of PD provides to TCSC includes basic PD and sensitive PD, including but
not limited to the following information:

a.

Personal details (such as full name, nationality, gender, date of birth, occupation), information of the
organization (such as full trading name, abbreviated name, license or establishment decision,
business registration certificate, or equivalent document);

Information related to the identification and identification of Subject of PD (e.g. signature samples,
electronic signatures, images, |D information, passports, visa information for individual Subject of PD
who are foreigners), information of Subject of PD being organizations or legal representatives or
authorized representatives, and other relevant information, biometric data (such as fingerprints, faces,
iris, voice and other biometric elements);

Contact details (e.g. head office address, home and work address, email/email and telephone
number); i

Registration and login data of Subject of PD (e.g. legin information for TCSC's trading application and
TCSC's website);

Other information about the Subject of PD (e.g. financial information, insurance information,
demographic information, personal image, etc.) that the Subject of PD has provided to TCSC through
filling out forms, surveys, or by contacting TCSC directly by telephone, email, online, or otherwise.

Information that TCSC collects or generates about the Subject of PD through the normal operation of the
TCSC application and TCSC's website, including:

a.

Information contained in Subject of PD documents (e.g., consulting records that TCSC has provided
to Subject of PD);

Information TCSC collects from other sources, for example, information from cookies and other similar
technologies, user information collected through third-party applications with which TCSC has a
common relationship;

Investigative data, for example, due diligence checks, sanctions, anti-money laundering checks,
external intelligence reports, content, and metadata related to relevant information exchanges
between individuals and organizations, including emails, voicemails, and live chat;

Information TCSC needs to support legal obligations, for example, information about transaction
details, payment purposes, PD Entity information, partner/beneficiary information, identification
documents, detection of any unusual and suspicious activity, and information about parties related to
the DLSC or these activities;

Certain information about the devices Subject of PD use to access TCSC applications and TCSC
websites (including, but not limited to, software and IP addresses, mobile devices, unique device
identifiers (UDIDs) or mobile device identifiers (MIEIDs), address of the referring website (if any), and
pages visited by Subject of PD on TCSC application, TCSC website, number of visits);

TCSC application, TCSC's website can collect accurate information about the location of the Subject
of PD's mobile device through location services (such as GPS, wifi,...). TCSC collects, uses, discloses,
and/or processes this information for one or more purposes, including but not limited to location-based
Services, products requested by Subject of PD or providing relevant content based on the location of
Subject of PD or allowing Subject of PD to share his/her location with other users such as is part of
products and services according to TCSC application, TCSC's website. For most mobile devices, the
Subject of PD may revoke the right to allow TCSC to receive location information through the settings

on the Subject of PD's device. Ifthe Subject of PD has any questions about how to disable the Services
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related to the location of his mobile device, please contact the Mobile Device Service provider or
device manufacturer;

Depending on the demand for products and services of Subject of PD, Subject of PD may be required
to provide appropriate information at the request of the partner or the third party providing such
products and services. In such cases, TCSC will issue a notice to the Subject of PD via the TCSC
application, email, SMS, or other forms at the discretion of TCSC from time to time, so that the Subject
of PD can identify and information will only be collected with confirmation of consent from Subject of
PD. Subject of PD agrees and understands that, in any case where Subject of PD registers to use
products and Services provided by the supplier, TCSC is entitled to waive responsibilities and
obligations related to transactions, supply, and use of Services between PD Entity and such supplier;

6. Purpose of data processing

TCSC will enly collect and process PD when TCSC has the consent and voluntary consent of Subject of PD
so that TCSC can (i) provide information and/or products and services to Subject of PD and/or (ii) establish
legal relations with Subject of PD. TCSC's PD collection and processing purposes ("Purpose") are to:

6.1.  Evaluating and providing TCSC's products and services to the Subject of PD

a.

Identify, verify, and maintain accurate KYC information; search, verify, and conduct inspection
activities on anti-money laundering, margin transaction loan limits, and other checks with Subject of
PD as required; ]
Evaluation, identification, appraisal, and approval of the provision of products and services according
to the registration documents and proposals of Subject of PD and/or related persons of Subject of PD;
Appraising, building, and assessing the reliability of using products and services of Subject of PD;

Consider providing or continuing to provide any products and services of TCSC with the Subject of
PD.

6.2.  Fulfillment of obligations in the Agreements and customer care

a.

Perform obligations under contracts, and agreements and provide products and services to Subject of
PD; To protect or enforce the legitimate rights and interests of TCSC, including the right to collect fees,
recover and settle debts owed to TCSC;

Customer care, settlement of complaints and lawsuits of Subject of PD;

Contact Subject of PD, directly and indirectly, market products and services to Subject of PD, conduct
promotions, exchange gifts, award prizes, and deliver gifts.

6.3. Understand the demand for products and services of TCSC and improve the quality of supply of products
and services of TCSC

a.

Better understanding of the investment needs, and the current and future financial status of the Subject
of PD;

Improve, enhance, personalize, and personalize TCSC's products and services including TCSC's
online services, and develop new products and services;

Conduct market research, survey, and data analysis related to any products and services of TCSC
provided to the Subject of PD;

Supervise and ensure transaction safety, and timely support customers in emergencies;

Carry out other activities related to the provision, operation, and management of TCSC's products and

services and/or to develop, enhance, and enhance the provision of TCSC's products and services to
Subject of PD in general; and such other purposes as TCSC deems appropriate from time to time.

6.4. Managing TCSC's business operations and internal risk management

a.

- o a o

To ensure TCSC's legitimate business purposes in cases that TCSC deems necessary, including but
not limited to exchanging information with TCSC, its partners, and service providers;

For data entry, to check the completeness and accuracy of the data that the Subject of PD provides
to TCSC and/or TCSC data entry information on the system;

To comply with agreements and contracts between TCSC and other third parties;

To fulfill reporting, financial, accounting, and tax obligations;

To carry out activities for audit, risk management, and compliance purposes;

To serve the requirements of the internal operations of TCSC or its member units (including risk
14/18
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6.5.

6.6.

8.2.

10.

management, planning, and development of systems/networks and operations...).
Comply with the provisions of law and treaties to which Vietnam is a contracting party

a. To provide to competent state agencies by law;
b.  To fulfill the obligations prescribed by law, international treaties that TCSC must comply with and
requirements of competent State agencies;

c. Togenerate data, reports, and statistics at the request of the State Securities Commission, Stock
Exchange, or competent agencies as prescribed by law.

Crime prevention, prevention and prevention

a. For risk assessment, trend analysis, statistics, and planning, including statistical and anti-money
laundering data processing analysis;

b. To detect, prevent, and investigate crime, assault, or breach including fraud, money laundering,
terrorism, weapons of mass destruction financing, bribery, corruption, or tax evasion.

How to handie PD

TCSC, at all times, has the full right to decide on the means, and methods of processing information and PD
by the Purposes, including but not limited to physical, written, oral, and electronic methods.

In addition, the Subject of PD also agrees to allow TCSC and the third party to automatically process PD by
electronic means (such as software systems and algorithms) to evaluate, analyze, and predict the Subject
of PD's activities, such as habits, preferences, trust level, behavior, location, tendencies, competencies, and
other circumstances.

Time limit for processing and storing PD

Start time, end time of data processing: within the scope of law, TCSC stores data of the Subject of PD from
the time that TCSC and Subject of PD set forth a legal relationship (including the due diligence and/or
proposal period) until arising the deletion, cancel request from Subject of PD by the law.

TCSC may retain the Subject of PD's data for a longer period if necessary to comply with legal regulations
and requirements or for other legitimate purposes, such as resolving requests and complaints, resolving
disputes, combating fraud and financial crime, and responding to requests from regulatory authorities.

Consequences, potentially unwanted damage

TCSC currently has procedures in place to protect PD from unauthorized loss, misuse, alteration, or
destruction. However, despite TCSC's maximum efforts, security cannot be guaranteed against every threat.
To the best of TCSC's ability, access to PD by PD holders is limited to those who need to know. Individuals
who have access to data are required to maintain the confidentiality of that information.

DATA PROTECTION & PRIVACY
Share PD with third parties

To accomplish the Purpose, Subject of PD agrees to allow TCSC to share the information and data provided
by Subject of PD to third parties (acting as PD/third party processors) in the following cases (including but
not limited to):

a. TCSC's employees and experts for the purposes stated in this Business Registration Agreement or to
operate business and operation activities;

b. Parties responsible for processing information on behalf of TCSC, including information technology
service providers, identity management, hosting and site administration, data analysis, data backup,
security, and storage services;

c. Suppliers working for TCSC (including their employees, subcontractors, service providers, directors,
or specialists); i

d. Other member companies in the TCSC network related to products and services provided to the
Subject of PD;

e. Perform a public duty, or legal responsibility to assist in detecting and preventing fraud, tax evasion,

and financial crime;
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11

11.2.

12.
12.1.

12.2.

fi Make regulatory reports, litigate or assert or defend legitimate rights and interests;
g. Requested the Subject of PD's permission to share information, and the Subject of PD agreed.
Sharing PD of Subject of PD Abroad

To accomplish the Purpose, TCSC may need to transfer PD overseas. When supplying/transferring PD
abroad (including but not limited to the use of cyberspace, equipment, electronic means, or other forms to
transfer PD outside the territory of Vietnam), TCSC will request the receiving third party to ensure the safety,
and security for the provided/transferred PD. TCSC is committed to fully complying with regulations and
compliance requirements of Vietnamese law to protect the safety of PD.

By providing data to TCSC, the PD Entity agrees to the provision of transferring information out of the country
to fulfill the needs of Subject of PD and the Data Processing Purposes specified in Section 6 of this T&C.
Therefore, Subject of PD of Subject of PD may be transferred out of the national territory where Subject of
PD lives.

Rights and obligations of Subject of PD
Subject of PD has all rights related to information and PD of Subject of PD, including:

a. Right to know: Subject of PD is allowed to know about his/her PD handling activities unless otherwise
provided for by law.

b. Right to consent: The subject of PD is entitled to agree or disagree to allow the handling of his/her PD,
except for the case specified in Section 14 of this T&C.

C. Right of access: Subject of PD is entitled to access to view, edit, or request corrections to his/her PD,
unless otherwise provided by law.

d. Right to withdraw consent: Subject of PD is entitled to withdraw his/her consent at any time unless
otherwise provided for by law.

e. Right to erasure: Subject of PD may delete or request deletion of his’her PD unless otherwise provided
for by law.

f. Right to restriction of data processing: (i) The Subject of PD is required to restrict the processing of

his/her PD unless otherwise provided by law; (ii) The restriction of data processing shall be
implemented by TCSC within 72 hours after the request of Subject of PD, concerning the entire PD
requested by Subject of PD, unless otherwise provided for by law.

g. Subject of PD has the right to request TCSC to provide her/his PD unless otherwise required by law.

h. Right to object to data processing: (i) Subject of PD may object to TCSC's processing of his/her PD to
prevent or restrict the disclosure of Subject of PD or use it for advertising or marketing purposes unless
otherwise provided for by law; (ii) TCSC will process Subject of PD's request within 72 hours after
receipt of the request unless otherwise provided by law.

i Right to complain, denounce, and initiate lawsuits: Subject of PD has the right to complain, denounce,
or initiate lawsuits by the provisions of law.

j- Right to claim compensation for damages: PD holders have the right to claim compensation by the
provisions of law when violations of regulations on the protection of PD occur unless otherwise agreed
or otherwise provided for by law.

k. Right to self-protection: the Subject of PD has the right to self-protection by the provisions Civil Code.
Obligations of Subject of PD about PD, including:
a. Protect his/her PD; request other relevant organizations and individuals to protect his/her PD.

b. Respect and protect the Subject of PD of others.

c. Provide full and accurate PD when agreeing to allow PD processing.
d. Participate in propaganda and dissemination of skills to protect PD.
e. Comply with the provisions of the law on PD protection and participate in preventing and combating

violations of regulations on PD protection.
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13. Store, delete, destroy PD

13.1.  When Subject of PD of Subject of PD is no longer required for the Purpose under this T&C, or the TCSC
has a legal basis to retain the Subject of PD or when the Subject of PD withdraws its consent, TCSC will
take steps to delete, destroy, anonymize, or prevent access to or use of Subject of PD for any purpose other
than compliance This T&C or for safety, security, fraud detection, and prevention purposes, by the
requirements of applicable law.

13.2.  When the Subject of PD withdraws its consent, TCSC will delete the Subject of PD's data, except for cases
that do not apply according to the law as listed below. The process of processing this request of the Subject
of PD and updating it to the system will be carried out within 72 hours from the time TCSC receives the
request from the Subject of PD unless otherwise provided for by law. Therefore, the Subject of PD may still
receive notices, and advertising/communication materials during this period.

13.3.  Data deletion will not apply at the request of the Subject of PD in the following cases:
a.  Data deletion is not allowed by law;
b. PD handled by competent state agencies for their operation purposes in line with the law;
c.  PD has been published by the law;
d. PD processed for legal requirements, scientific research, and statistics in line with the law;

e. In case of national defense and security, social order and safety, major disasters or dangerous
epidemics; when there is a threat to national security or defense but not to the extent of declaring a
state of emergency; preventing and combating riots, terrorism, preventing and combating crime and
violations of law;

f. Respond to emergencies threatening the life, health, or safety of the Subject of PD or other
individuals.

14. Handling PD in cases without the consent of the Subject of the PD

By the provisions of law, PD may be processed without the consent of the Subject of PD in the following
cases:

a. In case of emergency, it is necessary to immediately handle the relevant PD to protect the life and
health of the Subject of PD or others.

b. The disclosure of PD in the with the law.

C. The processing of data by competent state agencies in case of national defense and security e
emergencies, social order and safety, major disasters, or dangerous epidemics; when there is a g1 -
threat to national security or defense but not to the extent of declaring a state of emergency; .
preventing and combating riots, terrorism, preventing and combating crimes and violations of law by ING
the provisions of law. 0 PH
Kl
d. To perform the contractual cbligations of the Subject of PD with relevant agencies, organizations, \NG
and individuals by the provisions of law. ‘KNHC
e. Serving the operation of state agencies has been prescribed according to specialized laws. TPH
15. Direct Marketing ’

As outlined in this T&C and by the requirements of applicable laws, TCSC and its marketing partners or
carefully selected suppliers or third parties may contact Subject of PD by email, SMS, or other electronic
means, to provide Subject of PD with information related to Products and Services that may be of interest
to Subject of PD.

If the Subject of PD wishes to unsubscribe from these notices, TCSC attaches details of unsubscribe
instructions in each notice. If the Subject of PD unsubscribes from receiving marketing or advertising-related
information, TCSC may continue to contact the Subject of PD to comply with the Subject of PD's instructions,
allowing the Subject of PD to perform any transaction requested by the Subject of PD, send Subject of PD
transaction messages, administer Subject of PD's account, or as required or permitted by applicable laws.

16. Cookies
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When the Subject of PD uses or accesses TCSC's websites, TCSC may place coockies on the Subject of
PD's device. A "cookie" is a small file placed on the Subject of PD's device when the Subject of PD visits a
website to record information about the Subject of PD's device, browser, and in some cases, preferences
and browsing habits. TCSC may use this information to identify the Subject of PD when it returns to TCSC's
websites, to provide personalized Services on TCSC's website, to compile analytics to better understand
website activities and to improve TCSC's websites. The subject of PD may use their browser settings to
delete or block cookies on their devices. However, if the Subject of PD decides not to accept or block cookies
from TCSC's websites, the Subject of PD may not take full advantage of all the features of the TCSC
application, TCSC's website.

TCSC may process information and PD of Subject of PD through cookie technology, by the provisions of this
T&C. TCSC may also use remarketing to serve ads to individuals it knows have previously visited its website.
Amendment, supplementation, and replacement of the TO.

16.1.  Any amendments, additions, or replacements to this T&C shall be notified by TCSC on TCSC's website or
through the registered email of the Subject of PD before the effective date ("Amendment Notice").

16.2. Unless otherwise provided for in this TTO, from the effective date of the Notice of Amendment, Subject of
PD shall be deemed to accept all amendments as notified by TCSC if Subject of PD (i) continues to use
products and services at TCSC and/or (ii) continues to maintain a legal relationship with TCSC as stipulated
in the following Agreements from the date of notification.

16.3.  If the Subject of PD does not agree with the amended and adjusted contents of TCSC, in some cases it will
affect or lead to the termination of the use of products and services at TCSC. Please contact TCSC for more

details. =
17. Governing law

This T&C shall be construed and governed by the laws of Vietnam.
18. Language

This T&C is bilingual, English and Vietnamese; in case of differences between the two languages,
Vietnamese will prevail.
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